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Presenter Introduction
 Shefali Mookencherry, MPH, MSMIS, RHIA, CHPS, HCISPP
Shefali Mookencherry has extensive experience in the HIPAA, healthcare
IT/finance, Meaningful Use, and revenue cycle areas, including 20+ years in the
healthcare industry, with nine spent in senior management positions.
She has conducted HIPAA education, training, compliance assessments/analyses
for various clients including small physician practices, IT vendors to larger
integrated delivery networks and academic institutions.
Shefali is certified in national and international privacy and security regulations.
Furthermore, She teaches graduate students at a local University about HIPAA,
health insurance exchanges, revenue cycle, healthcare reform, and IT security.
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Assumptions
 Certain information in this presentation comes from a

variety of sources such as:
 CMS (their website cms.gov)
 Illinois General Assembly (Public Acts/legislation)
 Illinois Department of Healthcare and Family Services

(HFS)
 Industry blogs, journals, etc.
 Office of Civil Rights (hhs.gov/ocr)
Disclaimer: The materials for this presentation are for informational purposes only. Information on
this topic does not constitute legal or business advice. Information in this presentation is provided without
warranty of any kind, either expressed or implied, including but not limited to, the implied warrantees of
fitness for a particular purpose.
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Objectives
 Review Public Health PHI
 Understand Various Forms of Telehealth
 Recognize HIV Telehealth Uses and Disclosures
 Summarize HIV Telehealth Privacy & Security
Safeguards

 Discuss Recent Privacy and Security Legislation
including Information Blocking Act.
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Pre-Webinar Poll
1) Which of the following limits the use and disclosure of PHI to the
minimum necessary standard?
a. The IL AIDS Confidentiality Act
b. HIPAA Privacy Rule
c. Freedom of Information Act
d. a and b
2) HIPAA requires the Notice of Privacy Practice be given at:
a. First service
b. Second service
c. Do not have to give
3) A provider can use Facetime for providing telehealth HIV services.
True or False?
a. True
b. False
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Public Health Protect Health Information (PHI)
 Immunizations registries/results

 Mental Health records
 Drug and Alcohol Abuse records
 AIDS/HIV test results

 Controlled substance medication history from IL prescription
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monitoring program (PMP)
Newborn screenings (metabolic and hearing)
Lead results
STD results/registries
Test results from state labs
Communicable disease test results/registries (Tuberculosis)
Cancer registries
Other PHI held

What is Telehealth
 Use of electronic information and telecommunications

technologies to support and promote long-distance clinical
health care, patient and professional health-related
education, and public health and health administration.
 Technologies include videoconferencing, the internet,
store- and-forward imaging, streaming media, and landline
and wireless communications.
 Telehealth services may be provided, for example, through
audio, text messaging, or video communication
technology, including videoconferencing software.
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Forms of Telehealth

 Telehealth has four modalities: live video, storeand-forward, remote patient monitoring, and
mobile health.
 Live video refers to real-time, two-way interaction between a health care
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provider and a patient, caregiver, or other provider using audiovisual
methods.
 Store-and-forward telehealth refers to recorded data transmission to a
health care provider. This data includes videos or imaging like x-rays that
may be sent via secure email. The practitioner will then use the data to
provide a service or evaluate a health case outside of a live interaction.
 Remote patient monitoring (rPM) is when the health history from a patient
at one location is transmitted to a provider at another location to use in the
patient’s care. Once a patient is home or placed in a care facility after an
emergency room visit, for example, rPM allows providers to continue to
track their medical data.
 Mobile health or mhealth refers to the use of technology like tablets and
cell phones to support public health education and practice.

HIV Telehealth
Uses and Disclosures

Illinois Freedom of Information (FOI) Laws
 FOI laws exempt from disclosure "information not
subject to disclosure under another law."
 Public is prohibited access to:
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Either public records or identifiable information in public
records declared confidential by state statute
 communicable disease reports
 HIV patient data
 patient medical records
 immunization data
 cancer registries
 vital records

Illinois Freedom of Information Laws
 Access is prohibited when federal privacy laws prohibit

disclosure:
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Educational records protected by the FERPA
Substance abuse diagnosis and treatment records covered by
federal regulations
Identifiable information about veterans or their families
covered by the VA Claims Confidentiality Statute

Illinois Confidentiality Laws
 There are extensive laws that apply to Illinois providers,

payors, and others, establishing rights and obligations with
respect to maintaining patient privacy, and confidentiality
and security of patient health information.
 These laws drive health information exchange practices in
Illinois and should be taken into account.
 AIDS Confidentiality Act, 410 ILCS 305/1 et seq.
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Illinois Confidentiality Laws
 Illinois Public Aid Code, 305 ILCS 5/1-1 et seq. (confidentiality

and protection of records)
 Insurance Code, Article XL, Insurance Information and
Privacy Protection, 215 ILCS 5/1001 et seq.
 (standards for collection, use and disclosure of information

gathered by insurers in connection with life, health, disability,
property and casualty insurance transactions), including Article
XL (Insurance Information and Privacy Protection), 215 ILCS
5/1001 et seq. (standards for the collection, use and disclosure of
information gathered in connection with insurance
transactions, including medical record information, and
restrictions on disclosures without patient authorization and
required form of authorization).
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Illinois Confidentiality Laws
 The laws addressing the mandatory and permissive reporting

obligations of health care providers and others in Illinois
contain confidentiality protections and limitations on the
release of patient information, such as is provided in the
following:
 Communicable Disease Report Act, 745 ILCS 45/0.01 et seq.

 Control of Sexually Transmissible Diseases Code, 77 Ill. Adm. Code
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693.100.
HIV/AIDS Confidentiality and Testing Code, 77 Ill. Adm. Code 684.220.
HIV/AIDS Registry Act, 410 ILCS 310/1 et seq.
Illinois Adverse Health Care Events Reporting Law of 2005, 410 ILCS
522/10-1 et seq.
Illinois Sexually Transmissible Disease Control Act, 410 ILCS 325/1 et
seq.

(20 ILCS 2305/) IL Department of Public
Health Act
 All access to data by the Department, reports made to

the Department, the identity of or facts that would tend
to lead to the identity of the individual who is the
subject of the report, and the identity of or facts that
would tend to lead to the identity of the author of the
report shall be strictly confidential, are not subject to
inspection or dissemination, and shall be used only for
public health purposes by the Department, local public
health authorities, or the Centers for Disease Control
and Prevention.
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(410 ILCS 305/) AIDS Confidentiality Act
 Limiting the use or disclosure of, and requests for,

protected health information to the minimum
necessary to accomplish an intended purpose, when
being transmitted by or on behalf of a covered entity
under HIPAA, is a key component of health
information privacy.
 The disclosure of HIV-related information, when
allowed by this Act, shall be performed in accordance
with the minimum necessary standard when required
under HIPAA.
(Source: P.A. 98-1046, eff. 1-1-15.)
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(410 ILCS 325/) Illinois Sexually
Transmissible Disease Control Act
(410 ILCS 325/8) (from Ch. 111 1/2, par. 7408)
Sec. 8. Confidentiality.
(a) All information and records held by the Department and its authorized
representatives relating to known or suspected cases of sexually transmissible diseases
shall be strictly confidential and exempt from inspection and copying under The
Freedom of Information Act, as amended. The Department and its authorized
representatives shall not disclose information and records held by them relating to
known or suspected cases of sexually transmissible diseases publicly or in any action of
any kind in any court or before any tribunal, board, or agency, and such information shall
not be released or made public by a court conducting proceedings authorized by
subsection (c) of Section 6 of this Act, except that release of such information may be
made under the following circumstances:
(1) When made with the consent of all persons to which the information applies;
(2) When made for statistical purposes and medical or epidemiologic information is
summarized so that no person can be identified and no names are revealed;
(3) When made to medical personnel, appropriate State agencies or courts of
appropriate jurisdiction to enforce the provisions of this Act and related rules; or
(4) When made to persons determined by the Department to be or have been at
17 potential risk of HIV transmission pursuant to Section 5.5 of this Act.

(410 ILCS 325/) Illinois Sexually
Transmissible Disease Control Act
(410 ILCS 325/8) (from Ch. 111 1/2, par. 7408)
Sec. 8. Confidentiality. (Continued)
(c) A court hearing a request for the issuance of a warrant as authorized in
subsection (c) of Section 6 of this Act shall conduct such proceedings in
camera. A record shall be made of authorized proceedings but shall be sealed,
impounded and preserved in the records of the court, to be made available to
the reviewing court in the event of an appeal.
(d) No employee of the Department or its authorized representatives shall be
examined in a civil, criminal, special or other proceeding concerning the
existence or contents of pertinent records of a person examined or treated for a
sexually transmissible disease by the Department or its authorized
representatives pursuant to the provisions of this Act, or concerning the
existence or contents of such reports received from a private physician or
private health facility, pursuant to the provisions of this Act, without the
consent of the person examined and treated for such diseases, except in
proceedings under Sections 6 and 7 of this Act.
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(410 ILCS 325/) Illinois Sexually
Transmissible Disease Control Act
(410 ILCS 325/8) (from Ch. 111 1/2, par. 7408)
Sec. 8. Confidentiality. (Continued)
(e) Any person who knowingly violates the confidentiality provisions of this
Section is guilty of a Class A misdemeanor.
(f) Any person who knowingly or maliciously disseminates any false
information or report concerning the existence of any sexually transmissible
disease under this Section is guilty of a Class A misdemeanor.
(Source: P.A. 89-381, eff. 8-18-95.)
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Law Protecting Specific Situations
Communicable Disease Confidentiality:
 (745 ILCS 45/1) (from Ch. 126, par. 21)
State Law that applies to information or records that
identify a person who has or may have a reportable
communicable disease or condition. Such
information may be disclosed only when the
disclosure fits into one of eleven circumstances
specified in the statute.
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Privacy Notice
 HIPAA requires the Privacy Notice to be given at the

time of first service.
 42 CFR Part 2 requires the notice must be given at

admission or as soon as a patient is capable of rational
communication.
Providers must follow HIPAA.
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Minimum Necessary
Under HIPAA, the standard of “Minimum Necessary”
does not apply to uses or disclosures:
 to or by a health care provider for treatment

 made pursuant to a consent
 made to HHS for compliance and enforcement
 required by law
 Or required for compliance with the regulations
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Is the HIPAA Privacy Rule suspended
during a national or public health
emergency?
 No; however, the Secretary of HHS may waive certain

provisions of the Rule under the Project Bioshield Act
of 2004 (PL 108-276) and section 1135(b)(7) of the
Social Security Act.
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Is the HIPAA Privacy Rule suspended during a
national or public health emergency?
 If the President declares an emergency or disaster and the Secretary declares a

public health emergency, the Secretary may waive sanctions and penalties
against a covered entity that does not comply with certain provisions of the
HIPAA Privacy Rule:
 the requirements to obtain a patient's agreement to speak with family
members or friends involved in the patient’s care (45 CFR 164.510(b))
 the requirement to honor a request to opt out of the facility directory (45
CFR 164.510(a))
 the requirement to distribute a notice of privacy practices (45 CFR 164.520)
 the patient's right to request privacy restrictions (45 CFR 164.522(a))
 the patient's right to request confidential communications (45 CFR
164.522(b))
24

Is the HIPAA Privacy Rule suspended during a
national or public health emergency?
 Regardless of the activation of an emergency waiver, the HIPAA Privacy

Rule permits disclosures for treatment purposes and certain disclosures
to disaster relief organizations.
 For instance, the Privacy Rule allows covered entities to share patient

information with the American Red Cross so it can notify family members
of the patient’s location. See 45 CFR 164.510(b)(4).
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March 2020 OCR Discretion Waiver
 Notification of Enforcement Discretion for Telehealth Remote

Communications During the COVID-19 Nationwide Public Health
Emergency issued by the Office of Civil Rights (OCR).
 During the COVID-19 national emergency, which also constitutes a
nationwide public health emergency, covered health care providers
subject to the HIPAA Rules may seek to communicate with patients,
and provide telehealth services, through remote communications
technologies.
 Some of these technologies, and the manner in which they are used by
HIPAA covered health care providers, may not fully comply with the
requirements of the HIPAA Rules.
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March 2020 OCR Discretion Waiver
 A covered health care provider that wants to use audio or video

communication technology to provide telehealth to patients during the
COVID-19 nationwide public health emergency:
 Can use any non-public facing remote communication product that is

available to communicate with patients.
 May provide similar telehealth services in the exercise of

their
professional judgment to assess or treat any other medical
condition, even if not related to COVID-19, such as a HIV or other
conditions.
 May use applications that allow for video chats, including Apple
FaceTime, Facebook Messenger video chat, Google Hangouts video,
Zoom, or Skype, to provide telehealth without risk that OCR might
seek to impose a penalty for noncompliance with the HIPAA Rules
related to the good faith provision of telehealth during the COVID19 nationwide public health emergency.
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March 2020 OCR Discretion Waiver
 A covered health care provider that wants to use audio or video

communication technology to provide telehealth to patients during the
COVID-19 nationwide public health emergency: (continued)
 Providers are encouraged to notify patients that these third-party
applications potentially introduce privacy risks, and providers
should enable all available encryption and privacy modes when
using such applications.
 Under this Notice, however, Facebook Live, Twitch, TikTok, and
similar video communication applications are public facing, and
should not be used in the provision of telehealth by covered health
care providers.
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March 2020 OCR Discretion Waiver
 Some vendors that represent that they provide HIPAA-compliant video

communication products and that they will enter into a HIPAA BAA.
• Skype for Business / Microsoft Teams

• Updox
• VSee
• Zoom for Healthcare
• Doxy.me
• Google G Suite Hangouts Meet
• Cisco Webex Meetings / Webex Teams
• Amazon Chime

• GoToMeeting
• Spruce Health Care Messenger

 Public Health Departments should enter into a HIPAA BAA with

telehealth or video-conferencing vendors.
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March 2020 OCR Discretion Waiver
 Some examples of what OCR may consider a bad faith provision of

telehealth services include:
 Conduct or furtherance of a criminal act, such as fraud, identity theft, and

intentional invasion of privacy;
 Further uses or disclosures of patient data transmitted during a telehealth
communication that are prohibited by the HIPAA Privacy Rule (e.g., sale of
the data, or use of the data for marketing without authorization);
 Violations of state licensing laws or professional ethical standards that
result in disciplinary actions related to the treatment offered or provided
via telehealth (i.e., based on documented findings of a health care licensing
or professional ethics board); or
 Use of public-facing remote communication products, such as TikTok,
Facebook Live, Twitch, or a public chat room, which OCR has identified in
the Notification as unacceptable forms of remote communication for
telehealth because they are designed to be open to the public or allow wide
or indiscriminate access to the communication.
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Telehealth Informed Consent
 The TCPA (Telephone Consumer Protection Act) is a federal statute

enacted in 1991 designed to safeguard consumer privacy.
 This legislation restricts telemarketing communications via voice calls,
SMS texts, and fax.
 The Telephone Consumer Protection Act requires:
 to obtain prior express written consent from consumers before robocalling

them.
 to no longer allow telemarketers to use an "established business
relationship" to avoid getting consent from consumers when their home
phones, and
 to require telemarketers to provide an automated, interactive "opt-out"
mechanism during each robocall so consumers can immediately tell the
telemarketer to stop calling.

 Public health departments must obtain informed consent from

client/patient in order to use telehealth for healthcare services.
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PrEP Telehealth
 Regarding pre-exposure prophylaxis (PrEP), telehealth specifically

refers to the delivery of PrEP related clinical services to prevent HIV.
 Where PrEP telehealth is available, those receiving PrEP can now have
virtual visits with their provider, as opposed to having a physical visit.
 May increase PrEP access for those most vulnerable to HIV who may not

otherwise have access due to social stigma or distance from the closest PrEP
provider.
 May reduce PrEP delivery barriers related to local health care professional
shortages since, again, patients do not necessarily have to physically visit a
provider.
 May support patients who struggle with medication adherence.

 The development and use of real-time electronic adherence monitors,

digital medicine systems, and short message service (SMS) surveys in
PrEP research illustrates technology advances that may improve
adherence measurements.
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PrEP Telehealth
 PrEP services provided via a telehealth platform may include:
 HIV patients can have a virtual visit with a their physician or care team.
 Physician can order PrEP-related tests at a local lab.
 A 90-day prescription for PrEP medication can be sent to the patient’s

preferred pharmacy once the labs are reviewed.
 Provider can send reminders when patients need to have repeat lab testing
or have another visit with their physician to continue receiving PrEP
prescriptions.
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HIV Telehealth Privacy & Security Safeguards

HIPAA Generally
HIPAA Privacy Rule

HIPAA Security Rule

Breach Notification

Governs the use of health information
held by covered entities, business
associates and establishes individuals’
privacy rights to understand and control
how their health information is access,
used or disclosed

Protects electronic health information
from unauthorized access and
establishes requirements for protecting
electronic PHI

Requires notification to HHS, the
individual and potentially the media
following a Breach of unsecured PHI

Enforcement

Code Sets

Establishes both civil money penalties
(“CMPs”) and federal criminal penalties,
as well as procedures for agency
enforcement and factors for assessing
CMPs

FHIPAA adopted certain standard
transactions for electronic data
interchange of health care data (claims
and encounter information, payment
and remittance advice, claims status,
eligibility, etc.)
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HIPAA: Privacy v. Security

HIPAA
Privacy Rule
Protecting medical records
and other health information
in any form (electronic, paper,
or out of our mouths) from
being shared, viewed,
distributed, etc.

HIPAA
Security Rule
Developing and maintaining
security of all electronic
health information, including
storage and transmission

Major Privacy Rule Safeguards
Obtain authorization for special, additional uses of protected health information
Designate a privacy official
Develop policies and procedures

Sanctions for employees violating policies
Provide privacy training to their workforce
Implement appropriate administrative, technical, and physical safeguards to protect privacy
Documentation requirements

BYOD Policies
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Major Security Rule Safeguards
SECURITY RULE
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Administrative
Safeguards

Physical
Safeguards

Technical
Safeguards

Privacy & Security Officers

Physical Access Controls

Logical Access Controls

Policies & Procedures

Output & Media Controls

Encryption

Access Authorization

ePHI Destruction

Password Protection

Business Associates

Emergency Controls

Written Record of
Network Configuration

Disaster Recovery/
Contingency Plans

Human
Safeguards

Risk Analysis
Documentation

Routine Audits

Screening, Training & Sanctions

Risk Management
Documentation

Suggested Next Steps
 Perform HIPAA compliance assessments
 High level review

 Conduct/Review HIPAA IT Security Risk Analysis
 Detail level review

 Provide HIPAA education
 Annual basis
 New Hire Orientation
 When PHI/ePHI is used, disclosed, and accessed

 Develop policies and procedures that contain
HIPAA enforcement
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 Performance Improvement Plan

Suggested Next Steps (Continued)
 Perform PHI/ePHI inventory
 Update Notice of Privacy Practices

 Review and identify all Business Associates
 Update Business Associate Agreements
 Update breach notification policies and procedures
 Develop and train employees on new policies (patient

requested PHI restrictions, patient requested
electronic copies of PHI, breach notification, etc)
 Review and update authorization and other forms as
necessary
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Bottom Line
 HIPAA, ARRA, HITECH are the law
 There are civil and criminal penalties for

non-compliance
 Affects all and requires cooperation
 HIPAA, ARRA, HITECH are not simply
“IT” issues– they have implications for
your entire organization
 Could have major impact on HIV
telehealth operations and reimbursement
 Has impact on future business strategies
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Post-Webinar Poll
1) Which of the following limits the use and disclosure of PHI to the
minimum necessary standard?
a. The IL AIDS Confidentiality Act
b. HIPAA Privacy Rule
c. Freedom of Information Act
d. a and b
2) HIPAA requires the Notice of Privacy Practice be given at:
a. First service
b. Second service
c. Do not have to give
3) A provider can use Facetime for providing telehealth HIV services.
True or False?
a. True
b. False
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